Training Topic #14a - Message types and forms
Lesson Intent.  The intent of this lesson is to begin a seven-part discussion of message types and forms, how to draft messages, transmitting and delivering messages and message refile procedures.

Reference:  Army MARS SOP Chapter 18 and Appendix D.  Army MARS Basic Training Course (various).  Army Regulation 25-11, Record Communications and the Privacy Communications System.

Introduction 

· Message handling is really the heart of all MARS operations.  Whether it is handling emergency traffic for disaster support agencies, or delivering morale and welfare traffic in the form of a MARSgram, our responsibility is to provide reliable, secure, speedy communications.

· For the next seven training sessions we'll walk our way through the world of messages, including message types and forms, drafting messages and ensuring their integrity, transmitting and delivering messages, refiling procedures to and from the amateur service, and finally take a look at the Gateway traffic system and how it works.

Here's the outline we'll follow: [Fill in dates for each topic]

- Today we'll begin by discussing message authorization, authorized users, types of messages, and the responsibilities of the message originator and the stations relaying those messages.

- We'll begin our discussion of the process of drafting messages.

- We'll finish our review of drafting messages and talk about message integrity and privacy issues.

- We'll discuss how to transmit messages.

- We'll talk about how to deliver messages.

- We'll discuss procedures for refiling messages to and from the amateur service.

- Finally, we'll look at an overview of the MARS traffic system and focus in on the gateway system.

So let's get started.

Message Authorization 

What kinds of messages are authorized for transmission over MARS networks?  In their order of priority they are:

· Official military or government agency originated messages.

· Emergency or exercise traffic in support of authorized users.

· Official traffic for government support agencies, such as the American Red Cross.

· Command and administrative messages pertaining to MARS.

· Messages from or to military support agencies, such as chaplains and recreation services.

· Morale and welfare messages.  Personal messages, including third part messages not of a business nature, are permitted in MARS.  Such services are authorized within CONUS, Alaska, Hawaii, Puerto Rico, and the Virgin Islands.  Sending messages to and from other countries is authorized when the United States has been granted Host Nation Approval for MARS operations.  Korea and Germany come to mind as two of the best examples of these arrangements.

On the other hand what kinds of messages are NOT authorized?  These include:

· Messages relating to legislative and political matters.

· Messages of a derogatory nature.

· Messages containing initial notification of someone's death.  Death notifications will be authorized for transmission when addressed to the area American Red Cross field director, the chaplain, or commanding officer of the addressee.

NOTE: The military has a standard methodology for informing someone of the death of a service member.  It is done very carefully to ensure that no mistakes are made; we consider this to be a "zero defects" mission as you can readily imagine.  For your information if the person being notified is a service member, it is his or her commanding officer's responsibility to inform them of a death in their family; chaplains assist them but are not the responsible party.

· Death notification messages must remain within the MARS network and not refiled into the amateur service.  Once again you can understand why we observe this preclusion.
· Under no circumstances will any MARS member or station deliver such a message directly to the individual concerned.  A message pertaining to a death, other than an initial report, may be handled without restriction.  The message must contain a statement to the effect that it is a follow-up.  If not, the operator will query the message originator as to whether the message is initial notification or follow-up.

· Messages clearly of a business or commercial enterprise nature.

· Messages where neither the originator nor the addressee is authorized users of the MARS system.

· Spurious messages, in other words any forged or false messages, are not authorized.

Authorized Users 

· Military organizations and personnel of all services, including active, Reserve, and National Guard.

· Retired military personnel of all services.

· Patients in VA hospitals.

· U.S. Government civilian employees.

· Federal, state, and local disaster support agencies.

· MARS members.

Message Types 

All messages can be single address, multiple address, or book messages.

· On a multiple address message, the drafter considers that each addressee must be advised of the identity of all other addressees.

· A "book message" is a multiple address message where it is not mandatory that each addressee knows the identity of all other addressees.

· Relaying stations will prepare separate message copies for each route or addressee for which they provide service.

· The relaying stations will delete these addresses from the original, if it is being forwarded to another distribution point.

· Messages being relayed or forwarded should contain only the addresses of destinations who have not yet received the message.

Categories of Messages.  There are two major categories of messages: mission and morale.

Mission message.  Mission messages are those that pertain to the business of MARS, the U.S. military, or supported agencies.

· Encrypted message.  Encrypted messages will be from a military or governmental agency that will encrypt the message in accordance with local security policy.  These messages must contain TO and FROM lines that are in plain text for routing purposes.

· The originator or a person of authorized and competent authority must provide encrypted text.

· Once a message is encrypted, it is no longer classified for transmission purposes and remains as such until it is decrypted.

· MARS members are authorized to receive and transmit official military and government agencies encrypted messages.

Service message.  A service message is one between communications personnel pertaining to any phase of traffic handling, communications facilities, or circuit conditions.

· Operators use service messages to obtain information regarding another message or operation.

· If an operator wishes to clarify points of a message, a service message should be sent to the message originator to request the required information.

· Service messages sent to other MARS stations may contain prosigns, operating signals, identification of messages, parts of messages, and amplifying data as necessary.

· Service messages sent to the message originator must be in plain text only.

Abbreviated service message.

· An abbreviated service message is a service message transmitted in abbreviated form (the call serves as the address) when the sending station is in direct contact with the addressee.

Network audit messages.

· Randomly selected messages from area coordinators to state directors will include the requirement for acknowledgment of time of receipt.

· Review of these responses by the area coordinators will permit them to develop average handling time statistics, and to determine the effect of network changes.

· Periodically, specific audit messages will be relayed over the network.

· Audit messages will be transmitted with routine precedence, unless the specific object of the message is to evaluate high-precedence handling times.

Tracer messages.

· The message originator will perform message tracing.  Tracer messages will be sent as service-type messages, normally with routine precedence.

Command messages.

· Command messages are those written by the Chief, Army MARS (CAM), area coordinators, command and state directors in order to provide guidance and direction.

· The message must be distributed in order of precedence throughout the geographical area as defined in the TO line of the message.

Administrative messages.

· Administrative messages are written by the Chief, Army MARS, area coordinators, command and state directors and their respective staff members for MARS administrative purposes.

Responsibilities 

Message Originator.  The originator of a message is the person or command by whose authority a message is sent, including e-mail transmission, and who determines the content of the message.  Additionally, the originator is the only person who can change a message's content, including the precedence assigned to it.  If the originator is a MARS member, they are responsible for:
· Determining whether a message is necessary.

· Ensuring that addressees are appropriate for the message content and within the originator's realm of responsibility.

· Only the CAM will send messages to all MARS members.

· Only the area coordinators and command directors will send messages to all members within their operational area.

· Messages that contain taskings will only be sent from the Chief, Army MARS, area coordinators or state directors within their assigned area of responsibility.  Taskings require a response.

· Ensuring proper use of the prescribed message format.

· Assigning the propre precedence.

· Drafting the message properly.  This includes keeping the text within MARSgrams brief (30-50 words) by using concise words and phrases and authorized abbreviations.  Punctuation necessary for clarity will be used.  Abbreviated texts, such as the Army MARS abbreviated text (AMAT) may be used.

Originating MARS Station.  The originating MARS station is the MARS station that first receives possession of a message for transmission into the MARS traffic system.  The originating station is responsible for:

· All the responsibilities of the message originator if that originator is not a MARS member.

· Ensuring the message originator is an authorized user.

· Ensuring the content of the message is authorized as we have discussed.  No member will transmit or deliver unauthorized messages.

All Stations.

· An operator who receives a message and questions its validity or content should acknowledge receipt for the message, deliver a copy to the addressee using the appropriate means, and send a copy of the message to the state director by mail or e-mail for action.  The operator should include his reasons for believing the message should not have been sent over MARS circuits.

· If the state director cannot correct or resolve the problem, he will forward to the area MARS coordinator.

· Under normal conditions, stations will process message traffic through the MARS radio system to maintain operator proficiency.

· During emergency situations, the operator will utilize the routing that provides the most expedient and accurate means for moving traffic to its final destination.  This includes digital radio, voice, e-mail, or other currently available modes approved for MARS traffic.

· Operators will send service messages back to the originator for clarification or additional information.

Privacy.  As final note all messages will be treated with privacy.  No part will be discussed with any person.  The message content will be relayed as required.  Its content will be revealed only to the message originator, addressee, or as properly authorized.  Even the fact of the receipt or existence of a message will not be divulged except to proper authorities.  We will discuss actual delivery of messages in an upcoming training session.

Questions for discussion:
Questions that came up during discussion:
The way ahead: This concludes our introduction to messages and sets the groundwork for the remainder of our discussions over the next six sessions.  Next time we'll continue our training by beginning a review of the procedures for drafting messages.
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